Hugpopmayuonno-cnpagounvie mamepuanl no JCUHEHHOU CUMYAYUU
«3awuma om MOWEHHUKOS 6 cemuy

B pamkax ¢penepanpuoro npoekra «I'ocynapero mst rozei» Munuudpsl Poccun
U Ananutuueckud wenTp npu IlpaBurensctBe Poccmiickoit Menepannu peannzosanu
nudpoBoil  cepBHC 1O  KM3HEHHOM CHUTyalluH «3alqMTa OT MOIIEHHHKOB
B ceTHw» Ha EauHOM 1OpTajge rocyJapCTBEHHBIX M MYHHUMNAIBHBIX  YCIYT
(manee — I'ocycityru) B LeIsX NpeceyeHus U NPeJ0TBPAICHHs MOIIEHHHYECKHX JIeHCTBHIA
(https://www.gosuslugi.ru/scammer_protection).

CepBuc npenocTaBiseT BbIOOp CIEIYIOMNX CUTYanuii: « MOIIEHHHKH NbITAKOTCS
nmoay4yurb gocryn k IDocycayram» (3Ta cuTyanuss HampasjieHa Ha  IIOMOILb
B BOCCTAHOBJIEHMM KOHTPOISA HaJ YYeTHOH 3amuchio) M «5 Xo4y 3amHMTHTHLCS
0T MOIIEHHMKOB B CeTH» (B JIAHHOH CUTYyaIlMH pedb HAET O crnocobax MpeaoTBpaIleHus
IIPECTYITHBIX JEHCTBUM).

B pamkax mepBoi CMTyauMM NpeJCTaBleHa MOJPOOHAs MHCTPYKLHUS, B KOTOPOH
COIEPKUTCA MH(OpPMALMA O TOM, YTO JelaTh, €CIM I'PAXKAAHUH YXKE COOOIIMI Mapolib
i kol u3 CMC MouIeHHUKaM.

B pamkax BTOpOii CHTYallMM pacCMaTPHBAIOTCS MEpbI, HAIIPABJICHHBIC HA 3aIUTY
0T KMOEpIIPECTYITHUKOB (3allpeT Ha AEHCTBUSA C HEIBIKMMOCTBIO, 3arpeT Ha oopMIeHHE
JOTOBOPOB CBS3H, 3allpeT Ha IIOJIy4eHHE KPEAWTOB M 3aliMOB, 3alllUTa YYETHOM 3aIMCH
C MOMOIIIBIO JIOBEPEHHOIO KOHTAKTa, ITpaBHia Oe30MacHOCTH NpHU TeaeOHHBIX 3BOHKAX),
a TaKXKe MpPEJCTABICHBl METO/bl TMPOTHBOAEHCTBUS (HHAHCOBOMY MOIICHHHUYECTBY
M YEK-JIUCT 0 UU(PPOBOI rUTHeHe.

Cnpasouno: camosanpem — 006p08oOIbHOE 02pAHUYEHUE, KOMOPOE YeN06eK
cam Ha cebsa HaKkaaobieaem. 4mobsl HUKIMO He CMO2 OOpMUMb Kpeoumsl U 3atiMbl
Ha €20 UMA — HU OH Ccam, MU MowieHHuku («3anpem Ha nonvuenue Kpeoumos
U 3atM0o8»),; ymobvl He OONYCMUMb CO8EPULEHUS COCNOK C HeOBUNCUMOCbIO De3 e20
NUYHO20 YYACMUA KAK cOOCMEeHHUKA («3anpem Ha Oelicmeus ¢ HeOBUNCUMOCIbBION)
YmoOvl HUKMO He CMO2 3aKMI0YUms 002060p HA MOOWILHYIO C8A3b OM €20 Auyd
(«3anpem na ogpopmnenue 002080pos cesa3U»).

Hoeepennvitt_konmaxkm (0anee — [IK) — smo Oonoinumensuas 3awuma
yuemnou 3anucu Ha I'ocycayeax om oelicmeuti mowieHHuxos. /K moocem cmams,
Hanpumep, poocmeeHHuK uau opye. llpu nonvimke eoccmanosnenusi docmyna
K YyY4emHou 3anucu noavzoeamens Ha nomep menegpona K 6yoym npuxooume cmc
01151 noomeepacoenus goccmanosienus napons. [[K noomeepoum zanpoc, moavko
K020a y6eoumcs, 4mo nob3o6amens He 6600m 6 3a0.1yicoeHue.

Kpome Toro, Ha CTpaHMLE pa3MEIIEHbl I[OJIE3HBIE HHCTPYMEHTHI  JJIs
KuOepOe30MmacHOCTH.

B kartanore o0y4yalomux KypcoB coOpaHbl MaTepuaibl 10  U(POBOIl
I'PAaMOTHOCTH — OT IIPaBUJI PE€3€PBHOIO KONUPOBAHHUS JAHHBIX JI0 METOJOB PaCIO3HABAHUS
nundeiikos (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Taxxe poctynmHa 0a3a MoOIIEHHMYECKMX CXeM, KOTOpas IIOMOraeT Y3HaTh
00 akTyanbHbIX criocobax odmana. Ha aHHbIH MOMEHT B HEH COZepKHUTCS 86 CXeM ¢ MX
KpaTtkuM onucanueM (https:/www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1).
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J7s OLIeHKH CBOMX 3HAHHH, B CBOKO OUEpE/ib, MOKHO MPOHUTH TeCT Mo mudpoBoii
IPAMOTHOCTH, KOTOPBIH ONpPEIEIUT YPOBEHb OCBEIOMICHHOCTH B OTOH chepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

CTrouT OTMETHTB, YTO B paMKaX BTOPOH CHTyallHH, CpeId IPOYEro,
HaxoAMTCA  cchblmka Ha  pasgen  «KuOepbesomacHoeThb —  3TO  mpocTo!»,
rae cobpanma monesHas MHGOpMamMs 0 pa3sHOOOpa3HBIX UM(POBHIX  yrpo3ax
(https://www.gosuslugi.ru/landing/cybersecurity).

B ormenpHpIX OnoKax pasMelleHbl peKOMEHJAlMH 10 KHOeprpaMOTHOCTH,
CrienuanbHo pa3paboTaHHbIE U1 A€TEH U MOKUIIBIX JIIO/IeH, KOTOPBIE CUMTAOTCS Haubosee
YS3BUMBIMH B HHTEPHETE.

Ocoboe BHMMaHHE yIeNeHO 3ammTe OT (GMIIMHrA, CO3MAHMI0 HAAEKHBIX NaPOJIeil,
3alMTe MOOWIILHOIO YCTPOHCTBA U npoduiakTHKE TeneGOHHOro MOIEHHUYECTBA.

ITomymMo 3TOTO, HA CTpaHULAX 00EUX CUTYAlMH pa3MelIeHa MAMATKA ¢ M0JIe3HbIMH
CChUJIKAMM: Ha MHTEPAKTUBHYIO KapTy ¢ aapecaMu MBJI Poccuu; na nonavy 3assnenus,
XKaoObl WM TIpeaokeHus uepe3 opuuuanbheiil cadt MBJ] Poccuu; Ha BO3MOMHOCTB
IOJIY4YUTh OECIIATHYIO KOHCY/IBTALUIO U TIOMOIIIb FOPHCTA T10 3aIUTE MPaB.

Taxxe B pasgene «Yacteie Bompocel» («Moryr /M MOUIEHHHKH MPOAATh
HEJBKUMOCTBY»)  HAXOJUTCS CChIIKA HAa HMHTEPAKTUBHYI KapTy ¢ ajpecamu
MHOTO(YHKIMOHAIBHBIX 1IeHTPoB (M®LI). '

Kpome Toro, Ha crpaHunax obeMx CHUTyallMid pa3MelICHBI CChLIKH, HO3BOJISIOIINE
NPOBEPUTE KPEAUTHYIO MCTOPHI), COOOILHUTH O TNOJO3PHUTENLHOM 3BOHKE, NMPOBEPHTH
oopMIEHHBIE CHUM-KAPTHI, 10J1aTh alo0y Ha BPEIOHOCHBIH HHTEPHET-PECYPC, 4 TAKKE
OTBETHl HA 4acTO 3ajaBacMble BOmpochl: «Kak HacTpOUTh KOHTPOJIBHBIH BOIPOC?»,
«Kak aHHyIMpOBaTh KPEJAMT, €CIIM MOILIEHHUKH 0GOPMUIM ero Ha Bac yepes ['ocyciyru?»,
«KT0 Tako#H Apom ¥ Kak He ITONAacTh B IPECTYIHYIO CXeMY7» M T.J.




